
OVERVIEW

USE CASE: Subject Access Request

Central to GDPR is an idviduals right 
to access their personal information 
held by others.  If an individual wants 
access to their information they must 
make a Subject Access Request 
(SAR).

CHALLENGES

The ECA process itself can be very 
expensive and time consuming.  
Tool-sets that allow organizations to 
search, analyze and extract intelligence 
are often very limited

Organizations have 30 days to respond

Nearly 70% of data is considered ROT
(Redundant, Obsolete, or Trivial)

Difficulty complying with GDPR articles 
across large organizations

Lack of tools to comply with Article 17 
‘Right to be forgotten’ across multiple 
endpoints 

Creating reports and responding to data 
subject requests for information

Providing for Article 20 - Right to data 
portability by exporting only selected files 
required by controllers or data subjects

HEUREKA SOLUTION

Heureka provides the ability to rapidly 
respond to Subject Access Requests by 
searching unstructured data across your 
enterprise using a single interface, 
regardless of location. Users can search 
and analyze data at the source of creation 
without the need to move a single file.

BENEFITS

Single platform used to cover multiple 
areas of GDPR compliance

Designed to search for and protect data 
subject privacy

Ability to map sensitive data enter-
prise-wide with automatic data clasifica-
tion

Eliminate ROT to help reduce GDPR 
compliance burden

Detailed breach impact reports add 
visibility to potential risk

Perform and audit ‘Right to be forgotten’ 
requests

Heureka’s automated risk dashboard displays 
high-risk endpoints along with risk types 
including PII information. Current and 30-day 
views are instantly available. Search for 
keywords, complex queries or regular 
expressions including specific pattern 
matches. File-level actions such as quarantine 
or delete facilitate the ability to comply with 
GDPR’s Article 17 “Right to be forgotten”. 

•  Single user interface manages all endpoints
•  Define and locate subject data with location
•  Search and analyze in place, before collecting
•  Find documents by keywords, queries, tags or 

regular expressions
•  Collect, quarantine, delete files or create SAR 

reports
•  Auto-classification and/schedule searches
•  Reduce false-positives with combination 

searching (RegEx & Keyword/Query)

Heureka’s intelligent endpoint service 
creates a full text and metadata index, 
which is stored locally on each endpoint 
thus eliminating the need to copy and 
centralize data.  Each index is updated daily 
with new or modified data, and happens 
silently in the background, with minimal 
impact to end-user productivity.

ENDPOINT SERVICE
Heureka’s command console is the heart of 
the system giving you the ability to initiate 
searches across any number of selected 
endpoints. Search results are returned for 
further analysis allowing you to surgically 
target only responsive information and 
perform actions such as collect, quarantine, 
or delete. Automated tools such as 
scheduled search and file categorization are 
built-in.

CENTRALIZED SEARCH
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